QUESTIONS FOR REVIEW OF COMPLIANCE WITH SECTION 60

CONFIDENTIALITY AND DISCLOSURE POLICY 

Staff & Training Requirements

	
	
	YES
	
	NO

	Has a Caldicott Guardian been appointed and do you know who he/she is?

	
	
	
	

	Answer: 
	
	
	
	

	Name of Caldicott Guardian
	
	
	
	

	Answer: 
	
	
	
	

	Do you have a named lead to manage data protection?
	
	
	
	

	
	
	
	
	

	If this lead is different to the Calidicott Guardian, who is the nominated lead
	
	
	
	

	Answer: 
	
	
	
	

	Is training offered on an annual basis to all staff to help understand the Confidentiality and Security procedures?
	
	
	
	

	Answer: 
	
	
	
	


Audits

	Are there yearly audits put in place to ensure that compliance is maintained?


	
	
	
	

	When do these audits occur?
	
	
	
	

	Answer: 
	
	
	
	


Non-Routine Requests For Identifiable Patient Information

	Are all non-routine requests directed to the programme lead for approval? 
	
	
	
	

	Answer: 
	
	
	
	

	Are these requests recorded with disclosure and resulting action included?

Answer: 
	
	
	
	


Disclosure Of Information

	Are local written policies in place to identify responsibilities for dealing with routine requests for data which complies with national guidance?
	
	
	
	

	Where are these kept?

Answer: 
	
	
	
	


Storage Of Information 

	Has there been sufficient steps made to ensure that data is protected from unauthorised access?
	
	
	
	

	Answer: 
	
	
	
	

	If Identifiable data is used off site, do you have Standard Operating Procedures in place that are approved by the Caldicott Guardian?
	
	
	
	

	Answer: 
	
	
	
	

	Do you anonymise or pseudonymise data when used for analysis?
	
	
	
	

	Answer: 
	
	
	
	

	Is your data stored on a network server?
	
	
	
	

	Answer: 
	
	
	
	

	If not held on a server, is access to data password protected?
	
	
	
	

	Answer: 
	
	
	
	

	Are paper records of confidential information stored in a secure location?

Answer:
	
	
	
	


External Contractors 

	Have written contracts been set up and signed by all persons contracted externally who have access to confidential information?
	
	
	
	

	Answer: 
	
	
	
	

	Are there checks that take place in terms of off-site filing facilities, use of couriers, bulk postage and digitising information onto PCs as well as processing of both electronic and paper records?
	
	
	
	


Disposal Of Confidential Information 

	Are there secure arrangements for disposal of Confidential paper i.e. they are not disposed in readable form?
	
	
	
	

	Answer: 
	
	
	
	

	Is data deleted in a permanently irretrievable form?
	
	
	
	

	Answer: 
	
	
	
	

	Are all screening materials destroyed by an appropriate secure method?

Answer: 
	
	
	
	


Data Used For Audits

	Is electronic data, needed for audit purposes on previously screened women or women beyond invitation age, retained?
	
	
	
	

	Answer: 
	
	
	
	

	Has data been anonymised when used in tables, reports or graphs?
	
	
	
	


Transmission Of Information

	Are there written policies in place for the transmission of Information?
	
	
	
	

	Such as:-


	
	
	
	

	Answer: 
	
	
	
	

	Mail – do you use plain envelopes, marked private & confidential?  If they are heavy, are they double wrapped or sent by recorded delivery?
	
	
	
	

	Answer: 
	
	
	
	

	E-mail – is the data sent on an encrypted e-mail and accessed by means of a password?  And is the password issued on a separate e-mail or via telephone on receipt of data?
	
	
	
	

	Answer: 
	
	
	
	

	Fax – Is this in a secure area with immediate access for collection and receipt confirmed?
	
	
	
	

	Answer: 
	
	
	
	

	Telephone – Are internal requests for identifiable patient information recorded and logged and are external requests made in writing?
	
	
	
	

	Answer: 
	
	
	
	

	Transport of materials – are their robust mechanisms in place for receipt and dispatch of materials?
	
	
	
	

	Answer: 
	
	
	
	


INFORMATION SECURITY POLICY

(This is to be checked with the Director of IT or Screening Programme Lead)

Staff & Training Requirements

	Do you know whom your Director of IT is?


	
	
	
	

	Name of Director of IT
	
	
	
	

	Answer: 
	
	
	
	

	Can your Director of IT confirm that you have achieved the British Standard BS7799 which relates to security issues around the use of IT?
	
	
	
	

	
	
	
	
	

	Do you carry out background checks on all new employees?
	
	
	
	

	
	
	
	
	

	Is there annual training for all staff to increase security awareness?
	
	
	
	


Physical Security

	Is there sufficient security to ensure that only authorised personnel and official visitors have access to premises where NHS Cancer Screening Programmes information is stored?
	
	
	
	

	Answer: 
	
	
	
	

	Are protocols in place for use of equipment used by Programmes outside the premises?
	
	
	
	

	Answer: 
	
	
	
	


Equipment and Software Procurement and Disposal

	Do you keep a register of information assets maintained?
	
	
	
	

	Answer: 
	
	
	
	

	Are there checks to ensure that there are no breaches of confidentiality that occur?
	
	
	
	

	Answer: 

	
	
	
	

	How do you dispose of your hardware and data?  Does it comply to POISE and EC regulations?
	
	
	
	

	Answer: 
	
	
	
	


Risk Assessment

	Do you perform security risk assessments to look at information assets, applications and networks to protect against possible breaches in confidentiality?
	
	
	
	

	Answer: 
	
	
	
	


System Security Policy and Secure Operating Procedure Policies

	Following these risk assessments, have you produced a System Security Policy and Secure Operating Procedure?
	
	
	
	

	These should include the following:-


	
	
	
	

	Has the host employer approved all information systems, applications and networks involved in the Cancer Screening Programme?
	
	
	
	

	
	
	
	
	

	Is there a good management system in place to look after the information systems, applications and networks?
	
	
	
	

	
	
	
	
	

	Do only authorised staff have access to Cancer Screening information?
	
	
	
	

	
	
	
	
	

	Are there measures to protect the information systems, applications and networks from viruses?
	
	
	
	

	
	
	
	
	

	Has the host employer approved connections to external networks and systems?
	
	
	
	

	
	
	
	
	

	Are applications, systems and networks monitored for security breaches?
	
	
	
	

	
	
	
	
	

	Are there contingency plans and disaster recovery plans in place and are these tested on a regular basis?
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